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We understand
hospital IT security
concerns.

With ProConnect,
your data is
encrypted as it
goes from your

device to our
servers and back
to your desktop.

Proactive Security Measures

Our network is protected by intrusion prevention systems, anti-virus
programs and firewalls. Additionally we perform regular penetration testing and
vulnerability scans. If needed, STERIS will provide a sample of our tests and scans.

We work hard to ensure the security of our infrastructure and the protection of your
data.

Data Collection

ProConnect only collects equipment performance and operational data. We will
never have access to, nor transmit, any HIPAA or patient-related
data. Our system does not collect nor store this information, making ProConnect a
low-risk software implementation.

Implementation

We recommend that the STERIS equipment is isolated on a VLAN that only has
access to the computer (e.g. workstation or server) running ProConnect, but it’s not
required. The ProConnect server only needs outgoing access to the
STERIS public IP address (i.e. 199.181.136.0/24 & 199.181.138.0/24) over port 443.
Users can login to ProConnect to view the data using any current browser.
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